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Threats and Anatomy of a Fraud
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Internet Banking Frauds Challenges

Internet banking frauds are difficult to analyze and
detect:

*Fraudulent behavior is dynamic and dispersed in
large and highly imbalanced datasets with
different customer’s profile

e Scarcity of available informations and data

* Most of the existing approaches:
* Black box
* Based on Synthetic data

* Not adaptive baseline profiling CST
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Goals

* Not focus on pure detection approach

* Support the analysis and the investigation of
(novel) frauds and anomalies throught readable
model and results.

* Decision support system able to model user
behaviour and its evolution
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Approach and System
Description

Overview
User Profiles

Undertraining and Updating
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BankSealer

1 Dataset able to effectively rank frauds and
Exploratory anoma | |eS
Analysis

2 System Architecture Design
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Each feature is Wei%hfed > Prioritizes relevant features

Discount factor > Forget old data & Model concept driting N E c ST
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HBOS - Histogran Based Qutlier Score

HBoS l
ﬂ ﬂ ﬂ ﬂ iHsoST
Each feature is weighted > Prioritizes relevant features
Discount factor > Forget od data & Model concept drifting N E &ét];




BANKSEALER APP

HBOS visualization
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Local profile details

User feature contributions

B Timestamp
Importo

B TipoOperazione
mir
B BaN
B NumConfermaSms
Timestamp B IBAN_CC
N 6.88515665452 (20.1%)

s

Number of transactions: 3
Final HBOS: 25.8683920672

Show user profile
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Dataset

371,137 47,650
54,141 16,093
34,986 8,415

* Three months

e Skewed and unbalanced distribution of the attribute
values

* High cardinality

* Prevalence of users perform a low number of
transactions CST
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Global Profile

Two phases:

1. Clustering
a. Algorithm: incremental DBSCAN with decreasing
epsilon
b. Distance Metrics: Mahalanobis

2. Unweighted CLUSTER BASED LOCAL OUTLIER
FACTOR: anomaly score based on the
distinction between:

A LARGE Clusters LC CBLOF = Min distance of a
B. SMALL Clusters SC point from the centroid of
: u

the nearest LC
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Temporal Profile

Temporal Profile
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Temporal Profile

Temporal Profile S
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Testing and Evaluation

Time and Resource Performances
Fraud Scenarios
Evaluation Approach and Metrics

Overall Results

NECST
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Time Performances: Testing

Bank Transfers

Phone Recharges

Prepaid Cards

1 day filtered

1 day unfiltered

1 month filtered

1 month unfiltered
1 day filtered

1 day unfiltered

1 month filtered

1 month unfiltered
1 day filtered

1 day unfiltered

1 month filtered

1 month unfiltered

1 min.
4 min.
6 min.
93 min.
18 sec.
25 sec.
30 sec.
2.5 min.
7 sec.
10 sec.
12 sec.
1 min.

pulE(:Srr
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Evaluation of BankSealer: Performances

Generate synthetic frauds based on scenarios built with the
collaboration of bank experts that replicate the typical real
attacks performed against online banking users

ORIGIN $$¢  FREQUENCY

ABROAD IP HIGH PERIODIC

1.INFORMATION STEALER

3. “STEALTHY FRAUDS” ./~ \/

ITALIAN IP ONE-SHOT
Inject in the testing

dataset and analyze the top in the
ranking: ROC Curve - Precisions CST
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Evaluation of BankSealer: Performances

ROC curves Precision
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MICHELE CARMINATI, R. Caron, I. Epifani, F. Maggi, S. Zanero.
“BankSealer: A decision support system for online banking fraud analysis and investigation” Computers &
Security, Volume 53, September 2015, Pages 175-186, ISSN 0167-4048,

http://dx.doi.org/10.1016/j.cose.2015.04.002 c ST
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Evaluation of Banksealer: Security and Quality

Influence of the granularity at which the spending
habits are modeled on the detection quality.

* |ess computational requirements 1 3
* more generalization (New Users) @ o7 % 45 % 1%
* : 98% 75% 65%

* Dbetter catch user peculiarities

Security against evasion attacks: assess the robustness to
malicious attackers that are aware of how spending habits are
modeled.
e Design and implement of an attacking tool that

synthesizes mimicry attacks: allow a sophisticated

attacker to cloak frauds to avoid detection. N ECST
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Evaluation of Banksealer: Security and Quality

ROC curves
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MICHELE CARMINATI, Mario Polino, Andrea Continella, Andrea Lanzi, Federico Maggi, Stefano Zanero -
“Security Evaluation of BankSealer: An Internet Banking Frauds Analysis System” - ACM Transacti
Information and System Security (TISSEC) CSST
(Writing in Progress) Iaborator\/




FraudBuster: Temporal Analysis 2.0
The Problem

Improve detection of frauds that exploits the repetition of legitimate-looking transactions

Objective

Find a model able to describe the user’s transactions in term of their periodicity and
detect frauds as “deviations” from the learnt temporal model

Proposed Solution

« Study transactions distribution in the time domain and classify user periodicity
* Auto-correlation

:> Almost 60% of user shows a monthly
periodic behaviour

* Detection
* Improved thresholds based on mean and variance

+ 309 [
 Histogram based distribution on monthly basis :> 30./0 detection
o . : . : rate improvement
*  Dynamic Time Warping on Transaction Time series
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Supervised Analysis

ANOMALY

Bankdealer —> 3 "

FEATURE Oy
\(.
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Genetic Algorithms Optimization

Nondominated Sorting Crowding Distance

The problem ( Feature Weighting ) " o
: : N
* not receive a direct feedback from . N —
the analyst
* not completely adaptive L 1=l =
* requires manual parameter setting
Qt
Objective: Automatically learn best } e
weight configuration exploiting analyst’s —
feedback
Proposed Solution S Seestion Parsiits
NSGA-II: MOGA based on an ordering e Simutated Binary
algorithm that preserve non dominated — Crossover
solutions (Pareto Optimal). _ e Polynomial
80t Generatio Mztation
Fitness Functions: j |
Termination Offsprings

* True Positive Rate Eliism [ .

* Average Precision implemented with Deap

* Frauds Penalty IV S iaboratory



True Positive Rate
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Genetic Algorithms Optimization

BS TPR

Weighted BS TPR | Improvements

Scenario Misto
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81%

+23%
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Thanks!

For further information:
stefano.zanero@polimi.it
michele@banksealer.com
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