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HBOS = Histogram Based Outlier Score

Each feature is weighted Prioritizes relevant features
Discount factor                                           Forget old data & Model concept drifting
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Influence of the granularity at which the spending 
habits are modeled on the detection quality. 
• System-Centric:

• less computational requirements 
• more generalization (New Users)

• User-Centric:
• better catch user peculiarities

●

1 2 3

97 % 45 % 1%

98% 75% 65%





The Problem
Improve detection of frauds that exploits the repetition of legitimate-looking transactions
Objective 
Find a model able to describe the user’s transactions in term of their periodicity and 
detect frauds as “deviations” from the learnt temporal model
Proposed Solution 

• Study transactions distribution in the time domain and classify user periodicity  
• Auto-correlation  

 
• Detection

• Improved thresholds based on mean and variance
• Histogram based distribution on monthly basis 
• Dynamic Time Warping on Transaction Time series  

Almost 60% of user shows a monthly 
periodic behaviour

+ 30% detection 
rate improvement
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The problem ( Feature Weighting )
• not receive a direct feedback from 

the analyst
• not completely adaptive 
• requires manual parameter setting

Objective: Automatically learn best 
weight configuration exploiting analyst’s 
feedback
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